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If you would like to receive a free subscription to the Fraud Alert,
contact the South Carolina Department of Consumer Affairs at 803.734.4200 or e-mail Fraud_Alert@dca.state.sc.us

Homeequity loanscould leaveyou homeess

Home equity scams aim to take your
money and your home!

Unscrupul ous lenders offer high-cost
loans based on equity you have in your
home. Theselenderstarget homeowners
who areelderly, havelow incomes, credit
problems, or may not befiscaly savvy and
lure them into accepting loansthat they
cannot handle. Theseloansstrip the built-
in equity thehomeowner hasinther prop-
erty, causing them tolose money or even
their home.

The South CarolinaDepartment of Con-
sumer Affairsencouragesconsumersto be
onthelook out for thefollowing homeeg-
uity scams.

Equity Stripping—Thelender gives
youaloanbasad ontheequity inyour home,
not onyour ability to repay based on your
income. What the lender really wantsis
your homeand if you' reunableto make
the paymentsthey will getit.

L oan Flipping—Thelender encourages
you to repeatedly refinancetheloan and
often to borrow money again. Eachtime
you refinanceyou pay additional feesand
interest points, costing you money without
benefit. Thisonly increasesyour debt.

South Cardlinalaw bans*“flipping” within
42 monthsof an existingloan unlessit pro-
videstheborrower atangible benefit.

Credit Insurance Packing — The

The consequences of mortgage fraud

lender adds credit insuranceto your loan,
which you may not awaysneed. If you're
interested in insurance you should shop
around before agreeing to any fees, oftena
better deal can befound elsewhere.

In South Carolina financing prepaid,
snglepremiumlife, disability, or unemploy-
ment insurance is prohibited in all home
loans. Only credit insurance paid on a
monthly basisispermitted.

Bait and Switch —Thelender offersone
st of loan termswhen you apply, but pres-
suresyou to accept higher chargeswhen
yousign sothat you can completethetrans-
action.

Deceptivel oan Servicing - Thelender

doesn’t provide you with accurate or
complete account statements and payoff
figures, makingit nearly impossiblefor you
to determine how much you have paid or
how much you owe. Thisisoften usedto
charge you morethan you owe.Some of
thesepracticesviolatefedera credit laws
andif youfed you havebeenthevictim of
one of these fraudulent practices you
should consult an attorney.

If you' rethinking about using your home
ascollateral for aloan, bevery careful.
Unlessyou can maketheloan payments
out of your current income, you could lose
your home, aswell asthe equity you've
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Credit card telephone scam
making the rounds in SCI

A new credit card scamismaking the
rounds, and consumers need to be
particularly careful since it plays on
consumer fear of credit card theft.

The scam startswith atelephonecall
informing you that arecent purchaseon
your card has been flagged as being
suspicious Theitem, sometimesidentified
as an Anti-Telemarketing Device, is
usually saidtobea$497.99 charge. The
cdleridentifieshimsdf asworkinginthe
Security and Fraud department for a
major credit card company, usualy Visa
or Mastercard, and tellsyou that they’ ve
had problemswith thiscompany before
and afraudinvestigation will be started.
The caller will typically confirm your
addressand assuresyou the chargeswill
be credited to your account.

Here'sthe catch, the caller will then
ask you to give him the three security
numbers on the back of the card, so that
he can confirmyou aretill in possession
of the card. After you have done so the
caller will assureyou that everythingis
being taken care of and that if you have
any other questionsto call back.

Unfortunately you have just been

scammed.

Thecadler dready hasyour credit card
number and only needsthethree security
numberson the back of the card to begin
making unauthorized chargestoyour card
onthelnternet. Often these chargesbegin
within minutes of your telephone
conversation.

Consumersshould alwaysconsder the
following advice if they receive a call
gmilartothis

* The real credit card fraud and
security officiadswarnthat they will never
ask for your credit card numbers or
security numbers over the phone or e-
mail. They already have your numbers
sincethey issued the card and any credit
card fraud would result in the card’s
cancellation, nullifying the need to
“verify” whether or not you have the
card in your possession.

 If yourecelveacall similar tothis
and areconcerned it may beredl, tell the
caller you will call Visaor Mastercard
directly for verification. Besureto usethe
telephone numbersprovided on the back
of your card or monthly statement and not
any numbersthecaller may giveyou.

aready built up.

Before taking out ahome equity loan
consder thefollowing:

* Thelureof extramoney or thechance
to reduce monthly credit paymentscan be
very costly inthelong run. High interest
ratesand other credit costs could get you
inover your head.

» Don't sign aloan agreement if the
termsare not what you were given when
you applied.

» Ask for an explanation of any dol-

South Carolina

lar amount, term, or condition that you
don’t understand. Federal law is very
clear about what credit and loan termin-
formation must be provided in writing
when you apply for aloan and beforeyou
sign any agreement.

In addition, shop around for the best
loan terms and interest rates. Contact
lending institutions, such as banks and
credit unions, and consult alegal or fi-
nancial advisor, or someoneyou can trust
before you make any |oan decisions.

Chat room hackers
look to swap your

Information for cash

Internet chat roomshavebecomeaswap-
exchangefor hackerslookingtosvgppersond
identificationinformationthey havestdenfrom
conume's

Any day of thewesk you canfind hackers
in private chat rooms, often protected by
pesswordsandspedid software, offering™ full”
identity informationfor aslittleas$1to$5. A
“full” identity meansaperson'sSodd Security
number, home telephone number, email
account and password, debit card PINS credit
cadnumbersandmother’smaidenname Al
awhichisanoughirfametionforidentity thieves
tosvindevidimsforyears

Acoordingtoarecent survey, identity theft
cogstheU.S economy $56.6billionlegt yerr,
withfour percent of Americansfdlingvictim
evayyed.

Wheat canyou doto prevent becoming a
vidimaf onlineidentity theft? Thefdlowingare
just afew suggestionsto help you protect
yoursf.

* Place passwords on your credit card,
bank, and tel ephone accounts. Avoid using
eagly avalableinformationlikeyour mother’'s
madenname, your birthdete thelagtfour digits
of your SSN or your telephonenumber, ora
siesof consscutivenumbars

* Don'tgiveout persond informationon
the telephone, through the mal, or on the
Internet unlessyou’ veinitiated thecontact or
aresureyouknowwhoyou rededingwith.

* Depasityour outgoingmail inpogt office
collectionboxesor at your loca pogt office,
rether theninanunsacured mailbox.

 Prompiy removemall fromyour malbox.

* Tear or dredyour chargereca pts copies
of creditgoplications insuranceforms physdan
datements, checks and bank statements,
expired chargecardsthat you rediscarding,
andcreditoffersyougetinthermall.

 Don'tcarry your SSN card.
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